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Copyrights

© 2021 Teladoc Health. All rights reserved. This manual contains information including, but not
limited to, instructions, descriptions, definitions, firmware and software, which are proprietary to
Teladoc Health. Copyright information is protected under Title 17 of the United States Code. This
information shall not be copied, modified, or used in any manner that violate any rights of
Teladoc Health. We will strictly enforce all of our rights.

Patent(s):
http://Mww.intouchhealth.com/patents

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS IS”
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE FOUNDATION OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON
ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Microsoft® and Windows® are either registered trademarks or trademarks of Microsoft
Corporation in the U.S. and/or other countries.

Last updated: June, 2021
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Virtual Care System

Health systems view virtual care as an extension of their services; relying on a combination of
software, hardware, networks, systems, and people to work together to deliver improved access
and care to their patients.

The Teladoc Health Convenient Care products consist of the Teladoc Health's telehealth
platform software stack on a multi-screen telehealth device.

NOTE: The client for the Teladoc Health Convenient Care product is responsible for
managing the PC(s), information technology stack, and tier-one support.

Enabling healthcare's only integrated virtual care platform, Teladoc Health powers virtual
encounters at clinics, healthcare facilities, and patient homes for an integrated experience
across a multitude of use cases. Built on our cloud-based network, Solo™ is the backbone to
delivering care anywhere at anytime. It provides users with everything they need to streamline
their telehealth needs for fast user adoption.

Designed for healthcare, security, and reliability

Our cloud-based, patented network ensures the industry’s highest standards for protecting
and securing sensitive healthcare information. Our downloadable and web-based platform
allows users to access virtual care across a broad range of consumer and telehealth devices in a
variety of clinical environments.

Within a single platform, users are in control of their virtual experience with a configurable
dashboard to meet the unique set of preferences for every user. Layer Solo into your existing
health information technology system investments, or use it as the foundation to close your
workflow gaps with our software modules; creating a solution unique to you.

With Solo, you can connect people, systems, health information technology systems, devices,
and third-party applications to enable telehealth solutions across patient journeys. Whether
launching a scheduled visit, providing care for patients, Solo provides a core set of tools to
deliver virtual care to users with an immersive, patient-centric view of their clinical work flows.

TelodOC 24/7 Technical Support .5
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Mobile Applications

Teladoc Health provides several mobile applications for our users, as described below:

Teladoc Health

(MR +ACH0

» Care Location
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Overview

This guide is for the Practitioner, Scheduler, Nurse, and other medical professionals who use the
Solo™ software by Teladoc Health™. The iOS Provider App provides the same functionality as
the browser-based Solo platform on the iPad. On the iPhone, providers can view their queue
and conduct virtual encounters. Both are available through the Public App Store.

Intended Use

The Solo™ software platform is intended to provide high quality, HIPAA compliant audio and
video sessions between a provider and a patient over the Teladoc Health Telehealth Network.

Indications for Use

Teladoc Health's Solo platform is HIPAA compliant and can be used for audio and video
telecommunications in a variety of clinical environments.

TelodOC 24/7 Technical Support _8-
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Requirements

Teladoc Health's Solo software is designed to run on a broad range of devices under a variety of
network conditions.

NOTE: Refer to MB-15513 Network Configuration for more information. For assistance,
contact your Teladoc Health representative.

Supported Devices

« iPad - 4th Generation or newer

o iPad Air2—-or newer

« iPad Pro - 2nd Generation or newer
o iPad Mini-3rd Generation or newer

« iIPhone 5 or newer

Supported Operating Systems:

e iPad:i0OS 12 and above
o iIPhone:iOS 12 and above

Refer to the iPad User Guide: http://support.apple.com/manuals/ipad

Refer to the iPhone User Guide: http://supportapple.com.manuals/iphone

Lighting

During your Encounter, you should be in a place with good lighting that lets your provider see
you clearly. The following shows good lighting on the right and poor lighting on the left.

TelodoC 24/7 Technical Support _9.-
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Provider Roles

The various Provider roles are described in the MA-20171 Practitioner-Scheduler User Guide to
learn how to add, search, view patients, and review status, edit patient profile, patient status,
and episodes of care.

- Interact with patients and document patient record (can access PHI);. Cannot perform
Practitioner

admin tasks.
ST Interact with patients and access (i.e., read). Cannot document patient record or perform
u admin tasks.
Practice Admin + Practitioner Perform both Practice Admin + Practitioner tasks (manually switch between roles).
: —
Practlc.e.Admln SEIEEES Perform both Practice Admin + Scheduler tasks (manually switch between roles).
= Practitioner
Nurse Enter or edit all fields. If field(s) are configured responses are display only, nursc cannote

to enter, edit, or omit data. Cannot sign consult notes.

TelquC 24/7 Technical Support -10 -
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Getting Started

Install and verify the iOS Provider App.
1. Obtain an Apple ID to download from https://appleid.apple.com

Acquire the Teladoc Health Provider App from the Apple Store.
Use https://apps.apple.com/us/app/intouch-provider/id1416079653 or search.

Select the Teladoc Health Provider App.
Select GET to download it.

oA WN

@& Provider

6. Select the Teladoc Health Provider App.

F0 - =0000

The number in the top right corner of the screen represents how many updates are available.
Visit the Apple App Store to download updates.

Logging In (iOS)
1. Select the practice.

2. Log in by entering the Practice URL or select to continue with an available URL from the
bottom of the screen, which is provided to you by your Practice Admin.

TelodoC 24/7 Technical Support o1
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https://appleid.apple.com/
https://apps.apple.com/us/app/intouch-provider/id1416079653

Teladoc Health Provider

Teladoc.

HEALTH
Practice URL

Or continue with

solohealth.demo.visitnow.org

intouch.visitstaging.org

3. Enter your user name and password that wer provided to you by Teladoc Health.

Teladoc.

HEALTH

Email or Username

[ —— |

Password

{3

Forgot your password?

[ Enterprise Sign In > ]

[ Create Account > ]

4. When done, select Sign In.

TelodoC 24/7 Technical Support
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Reset Password

To reset your password, follow the instructions. For a new password, contact your Practice
Admin for your company.

1. If you forgot your password, click Forgot Reset it.

2. To recover your Username, call Technical Support or open chat by clicking the Chat with
a Live Agent link.

Teladoc.

HEALTH

Reset Password

User information

Username of Email

¥ou must enter the username or the email
address associated with your user account.

B _

Enter your Username and email address.
Select Log In when done. You should receive an email to reset your password.
Select the link from your email.

Enter your email.

N o bW

Select Continue when done.

Enterprise Login

Enterprise login is for hospitals provisioned by Teladoc Health to use hospital credentials.

NOTE: iOS Provider Access authentication with Teladoc Health servers within the
Teladoc Health telehealth network has been enhanced. Legacy enterprise login has
been removed.

TelodoC 24/7 Technical Support 13-
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1. On the login page, click Enterprise Sign in near the bottom of the page.

2. Enter the domain name provided to you by Teladoc Health.

Teladoc.

HEALTH

Enterprise

& )
(contmn 2]

[ Regular Sign In ? ]

T =g

Support

@

Resource Center

Live chat now

Select Continue

3. Sign in using your hospital credentials. If you forget your Enterprise user name or
password, contact your institution.

Verify Network, Camera, Microphone

Give permission to use your camera and microphone. Make sure your iPad or iPhone camera
and microphone have been enabled.

TelquC 24/7 Technical Support 14 -
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Settings

.8 HHS Provider

Q Numbers
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@ OneDrive
&8 Outlook
PACSViewer
g Pages

O Patient

@ Protect

G Provider

Ho Provider Access

Quantum

3% Slack

G TDH Providers
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ALLOW PROVIDER TO ACCESS
Local Network

N Microphone

e Notifications
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App Version

SDK Version
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Provider Dashboard

The Provider iOS App dashboard provides information about news, your schedule for the day,
and activity statistics. It uses the same functionality as the web version. See the tables below for
a description of the elements of the iPad and iPhone.

NOTE: Review the MA-20171 Practitioner-Scheduler User Guide to about generic fields
and the dashboard for the Teladoc Health Solo soft platform.

Use the buttons at the top of the screen to navigate and view pages.

. Back (<). Click this button to view the previous page.

o Refresh (S): Click this button to reload the current page.

hnical
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iPhone

Raina Lalonde ==

(5

Raina Lalonde ==

Teladoc.

HEALTH

Ilcon

B

Brian Smith ==

B ¢ x m

Mute End Mute
Session Video
Invite Participants

Switch Camera

Hide Video Thumbnails

Description
Name: Name of User.

Thumbnail: Picture in Picture: The video taken by the selected camera of your iPhone
or iPad will be displayed in a Picture In Picture (PIP) box at the upper right corner.

Main Screen The main screen of practitioner

Chat: Select to chat with Teladoc Health Technical Assistance Center. Under More on
the iPad.

24/7 Technical Support
-17 -
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Key Description

5 Mute Audio: Microphone: Tap the Microphone icon to mute the microphone. When
muted you will not be heard on the device. iPhone displays ks

6 End Session: Tap the End button to disconnect from a virtual encounter. You will be
prompted to confirm that you wish to disconnect. Tap, Yes to disconnect.

7 Mute Video: Tap the Mute Video icon to stop displaying your image on the Patient
Access Device.

8 More: On iPhone, more includes camera options.

TelquC 24/7 Technical Support _18 -
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Manage Patients

The Practitioner, Scheduler, and other medical personnel are responsible for managing the
patient's information, data, scheduling, episodes of care, and status as they progress thru their
patient journey. Go to the Manage section of the MA-20171 Practitioner-Scheduler User Guide.

User Icon

Select the User Icon, located in the upper, right corner, to set your profile and notifications. Go
to the User Icon section of the MA-20171 Practitioner-Scheduler User Guide.

Schedule

You can schedule a virtual encounter with your patient using Schedule from the left navigation
panel or by inviting your patient. Go to the Schedule section of the MA-20171 Practitioner-
Scheduler User Guide.

Appointments

Manage your patient's schedule by resending patient or group invitations during a virtual
encounter, modify your patient's appointment status, and cancel appointments. Go to the
Appointments section of the MA-20171 Practitioner-Scheduler User Guide.

Modify

The Practitioner or other medical personnel can modify patient appointments.

NOTE: Review the MA-20171 Practitioner-Scheduler User Guide to learn how to add,
search and view patients, status, edit patient profile, and episodes of care. You can't
change the time and date for an existing appointment.

TelodOC 24/7 Technical Support _19-
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The Virtual Encounter

Avirtual encounter is a virtual visit between a patient and their physician or medical
professional. Practitioners can connect to their encounters immediately after they have been
created, prior to the patient checking in. This is useful in high-acuity and emergent situations
when a practitioner needs to quickly connect. A reconnection changes your call status.

Preparation

Prepare by reviewing your patient's history, queues, and appointment details, and by selecting
and inviting an interpreter if one is requested. Review the Encounter Preparation section in the
MA-20171 Practitioner-Scheduler User Guide.

Connect

Once your patient checks in, a Connect button will appear automatically. Select it to begin.

iPad iPhone
de la Rosa, Joe
“ John Smith
Gender MAge 62D0B 03/24/1959 MRN 129830198230
Search Patient Imaging Q, Agin 70
OB L0 Te50

MEN 125569

< All Visits (8)

Your virtual encounter will begin.

TelodoC 24/7 Technical Support -20 -
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iPad

Invite Participants

Invite your patient, an interpreter, other practitioner or expert.

1. Select Invite Participants.

Teladoc.

HEALTH

24/7 Technical Support
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iPhone

N

Raina Lalonde =

¥ X

Unmute

=
Sessl
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Raina Lalonde == Raina Lalonde ==

B % x
Chat Unmute End
Invite Participants
Switch Camera

Hide Video Thumbnails

2. Select to Add a participant from the top of the screen.

3. Select the Copy invitation link to send an email to your patient automatically.

TQleOC 24/7 Technical Support
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4. Enter your phone number in the Invite by Text Message to receive a SMS message.

5. Practitioners can put individual patients On Hold within a virtual encounter so they can
have a private conversation with other users. Practitioners can then resume the on going
call with their patient by clicking on the Resume button.

TelodoC 24/7 Technical Support -3 .
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Clicking on the Clicking on Clicking on the Clicking on
context menu 'Place on hold" context menu Resume Call"

Invite Interpreter

Invite your interpreter. See Invite Participants

1. Select Invite Interpreter from Add Participants.

Add Participants

2. Select available language from the list. You can see an estimated time for the interpreter
to join the call.

3. Press the Invite Interpreter button.

4. Provide Notifications to users based on the status of their interpreter request.

TelodoC 24/7 Technical Support
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Jane Doe ==

Calling interpreter
for Spanish

(= [ .X

[N

Interpreter accepted
the call and will be
joining soon

]

Raina Lalonde ==

No interpreters are
available right now

Dismiss

NOTE: A practitioner or other medical professional can see interpreter service-

specific notifications in the session when they request an interpreter in the virtual

encounter.

5. Practitioner can cancel an interpreter request and make another request.

NOTE: In the Invite panel, the Interpreter Service tab is hidden if the service is not

enabled.

Teladoc.

HEALTH
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Add Parti

Invite
Invite

An interpreter for Spanish has been requested

Cancel Interpreter Request
Are you sune you want 1o cancel the
roquastod iIMaprets?

Continue Waiting

Cancel Request
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Chat

Chat with any participant during your virtual encounter. The chat icon will flash between blue
and white when you receive a chat message. Any participant can initiate chat.

1. Selectthe Chat icon.

2. Enter your message in the text area of the dialog.

hnical
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Call Chat

Hiorww @re your'?

Brian Smith ==

3. When done, select Send.

Teladoc.

HEALTH

24/7 Technical Support
+1(877) 484-9119

Smith, Brian . B4

n O 1158 610810

Search Patient Imaging -1

< All visits [13)
Wisit Details

Headache, Fever
O/ 292021 1005 AM

ZEITT0
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Thumbnails

Enable and disable (hide) the thumbnails that display on the view screen by clicking on them.
Re-arrange your thumbnails at the top of the screen to easily scroll through all of them.

Jane Doe ===

Jane Doe ==

Microphone Mute Indicator:

Users can see who has their microphone and camera muted using a muted microphone and
camera icon next to each participant's name.

00

Purav Demo

0

hnical
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End Session
Once you complete your virtual encounter, End the Session.

1. Select the X from the bottom of the screen.
2. Select Leave the Call, End the call for All, or Cancel from the dialog that opens.

3. End the call for All will remove your patient from Services.

4. Prompts will inquire about your virtual encounter.

How was the call?

5. If your Practice Admin enabled provider surveys, a provider survey will be provided
automatically.

6. Fill out all the fields in the survey.

TQleOC 24/7 Technical Support

HEALTH +1 (877) 484-9119

- 30 -



Provider Survey { Answer all questions and select Save ]

Widen Cualty
§ [Emzadarit] i [Coed) T (vt aga)
2 | Bl Average 1 [Bor]

Ausdio Qual ty
5 |[Excalerit] & [Capoed 3 [Awrage)
2 |Badore fvrwrage) 1 [Poanr]

Eate of use
5 (Exceiert) o [Coee) 3 average)
2[Ry Aeevrage) 1 [Maepr]

Connect or Frgt C

i o] Ha

Crverall Satafaction rate
5 [Extrdrrishy Satiifed) & [Vary Sateded) 3 Meutral]

2 [Sheghtly Satisfied) 1 (Mot af all Satisfied)

Tirmse FaqiiisermaEnt for eriee visad in mirutes

— e

7. When complete, select Save.
8. Once your call ends, your patient's status will change to Complete and their name
removed from Services.

TelodoC 24/7 Technical Support
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Emergent Care Request

Emergent Care patients are not required to have an appointment. Go to the Emergency Care
Request section of the MA-20171 Practitioner-Scheduler User Guide.

[ NOTE: You can only connect to a Care Location using your iPad; not your iPhone. ]

1. Usng your iPad, select Care Location from the left navigation panel

Care Locations

Search Your Care Locations

ENG Kiosk Type Last Used
” inTouch WOW Never
Patients

Imaging @ ITH Eng: PDavidsan (11600) 1 o
" nTouch Viewpaint

Analytics

D Teladoc Health iPad Mini

Encounters WebRTC Mever

B Services

@ Demo-Care Console [Freestanding Kiosk)

nTouch Viewpoint Haver

2. Select a device or Care Location with a status of ready by clicking on its name. The status is
displayed on the right of the device name.

Device Status Icon| Description

* Device is ready

L] Device is busy

Device is off-line

3. The right panel will populate with device information and a Connect button.

TelodoC 24/7 Technical Support
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de la Rosa, Joe

Gender MAge 62D0B 03/24/1959 MREN 129830198230

Search Patient Imaging

Continue Note

< All Visits (8)

4. Your virtual encounter view opens.

TelodoC 24/7 Technical Support
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Practitioner to Practitioner

Connect to collaborate with experts during your virtual encounter.

( NOTE: You can only connect as a Practitioner using your iPad; not your iPhone.

1. Select Queue from the left navigation panel.

March 10 = * Providers

Lieberman, Mary Reason for taor ! o

.’:_ 3 ! I. s ‘W Anxiety San Diego Wellness :gizh,&?nf'ealm ’_?9”:?:': E
Care Locations Center Viewpoint )

Care Locations
Patients Rogers, Cheryl tion e 399933
- ! i P InTouch Health m

age 45 - aricler Heart Etan Diego Wellness \Pad Mini Adsiontd E

imaging Center Viewpoint
ENGC Klosk

Analytics Yang, Sam Son .Du.egc Wellness InTouch Health 320666 m N

e - sncder m Center IPad Mini Aesigned ITH Eng: PDavidson

Viewpoint (Maoay

Encounters

Teladoc Health IPad Mini

Services

Caller

1. Enter the Practitioner or Scheduler's name in the PROVIDERS text box from the right
panel.

2. Use the search bar to location another practitioner.

{ipes)
[ Brian Ba - — ]

@ BE Brian Ba Connect

™

3. When done, select Connect

Receiver

TelodoC 24/7 Technical Support
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1. Receiver: Select the bar with your name from the Direct Call dialog.

Direct Call —cf—

|
Brian B Scheduler o min

2. Then, select Connect to begin your virtual encounter.

3. Your direct call will begin.

TelodoC 24/7 Technical Support
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Resources

A variety of resources assist you in your use of the Teladoc Health telehealth platform.

The options are:

Audit Log
Verify Up-to-Date

Troubleshooting

Audit Log

An Audit Log tracks virtual encounter details, such as when an Account Number information is
added, changed, or removed. Select View Audit Log from the bottom of Encounter Details.

Encounter Details

unknown 1340250
Menday, Jan 18 at 1126 AM

T

Marina location

Assign Care Locathon

Rwasonis) for Vst

B e Shgif Taits L1

Ache X

Azzaunt Mumba!

Fa Bri FIFET

Csew P

» Camcel Encounter

Verify Up-to-Date
Visit the App Store occassionally to ensure that your applications are up to date.
1. Tap the App Store app.

2. Tap Updates.
3. Ifshown, tap Update next to the Solo icon.

TelquC 24/7 Technical Support _36-
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Troubleshooting

NOTE: If you are still experiencing issues after following these troubleshooting

instructions, please contact your healthcare provider.

Troubleshoot Network Issues

Troubleshoot Network for iOS

1. If using Wi-Fi, make sure your Wi-Fi is enabled on your phone and you are connected to

the fastest possible network.

2:04 PM  Thu Apr 30

Wi-Fi

F E0% .

Settings
Wi-Fi
Q, Search )
v FIOS-
Apple 1D, iCloud, iTunes & App Store NETWORKS
FIOS- I
Apple TV+ Free Year Available )
FiOS-Gaas
Included with your recent Apple device purchase. Must
be accepted within 90 days of activation. Other

Airplane Mode

= Wi-Fi FiDS-Q302B-5G Ask to Join Networks

Notify

Known networks will be joined automatically. If no known networks are available, you will be

Bluetooth On notified of available networks.

Auto-Join Hotspot
Notifications

Sounds

Do Not Disturb

is available.

a Screen Time

2. Ifyou are using cellular,and Wi-Fi is available, switch to Wi-Fi.

Ask to Join

Allow this device to automatically discover nearby personal hotspets when no Wi-Fi network

3. Ifyou are using Wi-Fi, identify the location of the wireless router in your area and move

closer to it.

TelodoC 24/7 Technical Support
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4. If using cellular data and the connection seems poor, try restarting your cellular data.

5. If using cell data try turning off your phone and turning it on again

Troubleshoot Audio and Video

p
NOTES: Make sure no other apps are using your mic or camera before trying any of the

links below.
If you are still experiencing issues after following these troubleshooting instructions,
please contact your healthcare provider.

Troubleshoot Audio/Video for iOS

NOTES: Make sure no other apps are using your mic or camera before trying any of the
steps below. If you are still experiencing issues after following these troubleshooting
instructions, please contact your healthcare provider.

Verify That Your App is Up to Date

1. Tap the App Store app.
2. Tap Updates.
3. If shown, tap Update next to the Provider App icon.

Verify Microphone

Follow the steps below to test your audio.

1. Tap the Settings app.
2. Tap Provider.

TelchC 24/7 Technical Support
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1218 PM  Tue Jun 8 = 7%

Settings Provider

2 HHS Patient

e
) ALLOW PROVIDER TO ACCESS
.2 HHS Provider

. Local Network o
y=d iMovie
. Microphone s—— o
o] Keynote
81 Camera C
.l Numbers
Siri & Search
9 Okta Verify o
Notifications
Badges
@ OneDrive o
& Outlook
p . PROVIDER SETTINGS
| Pages
€ Patient
VERSIONS
@ Protect App Version 42,01 (1)

M. Provider Access

Quantum
4 Slack

a TDH Providers

3. Tap the Microphone slider to enable it to green.

Verify the Camera

1. Tap the Settings app.

2. Tap on Provider

TelodoC 24/7 Technical Support
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1218 PM  Tue Jun 8

Settings
HHS Patient
HHS Provider
iMovie
Keynote
Numbers
Okta Verify
COneDrive
Qutlook
Pages

Patient

@O E P OPEE o i

Protect

M. Provider Access
Quantum

4 Slack

(&) ToH Providers

Provider

ALLOW PROVIDER TO ACCESS

Local Network
Microphone
& Camera <+—

Siri & Search

Notifications

Badges
PROVIDER SETTINGS
VERSIONS

App Version

SDK Version

3. Tap on the Camera slider to enable it (green).

Teladoc.

HEALTH
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HIPAA Procedures

As a business associate, Teladoc Health is subject to the compliance of the law under §164.308
(Administrative Safeguards), under §164.310 (Physical Safeguards), and under §164.312 (Technical
Safeguards) in that we maintain and transmit health information in electronic form in
connection with transactions performed by the customer (covered entity). The policy of this
organization is to ensure, to the greatest extent possible, that Protected Health Information
(PHI) is not intentionally or unintentionally used or disclosed to violate the HIPAA Privacy Rule
or any other federal or state regulations governing confidentiality and privacy of health
information.

There are a number of safeguards implemented into the telehealth system that ensure that it
complies with the latest HIPAA regulations. One of the key requirements is Teladoc Health's
ongoing implementation and updating of its HIPAA security policies and procedures to ensure
for the availability, security, and privacy of telehealth connections and ePHI (electronic
protected health information). Teladoc Health maintains a policy to ensure workforce HIPAA
compliance and training. Teladoc Health additionally maintains HIPAA security policies and
procedures, a data destruction policy, and security incident response procedures.

Guidelines for Compliance

The telehealth system allows hospitals and medical professionals to be in compliance with
HIPAA regulations.

Teladoc Health is providing the following information to assist with HIPAA privacy regulations as
they pertain to the telehealth system.

HIPAA requires all healthcare organizations to have policies and procedures, and the guidelines
below may not cover all situations as they apply to a specific organization. Further, from time to
time, automatic software upgrades may be downloaded which may contain new features.
Teladoc Health will inform users of significant features as they are added, and the impact of
these features and how they may affect HIPAA policies, procedures, and safeguards should be
considered.

Access to Provider Access

The computer using the Provider Access should be placed in a location that is only accessible
to individuals who have authorized access to Protected Health Information (PHI). It is
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recommended that Provider Access be password protected via a Windows or iOS user account.

Only authorized users should have passwords, and users should safeguard passwords
according to hospital policies and procedures. Passwords should be treated as highly
confidential information. If you believe your password may have been compromised, it should
be changed as soon as possible. Change your password by clicking on the "Forgot Password"
link on the login screen of the Teladoc Health Provider Access.

The Auto Logout feature is set to log out of the Teladoc Health Provider Access when the
system is inactive for 30 minutes. Also, all users should be trained to log out of Windows, iOS or
the Virtual Private Network (VPN), when away from the system for any period of time. This is
important for security reasons, so that any person attempting access to the Provider Access will
be required to enter a password for secure access.

Discussion and Display of PHI

From time to time a physician will likely engage in remote communications with patients and
medical staff in which patient information (records, images and video) will be discussed or
displayed. In general, the same care should be exercised as though the physician were
physically present. For example:

« Use Head rotation to look around and see who else is nearby and might see or hear the
sensitive information, and use appropriate discretion.

o Use the microphone mute button when conversing with someone alongside the
Teladoc Health Provider Access to avoid the inadvertent conferencing of patient-related
conversation.

o The Teladoc Health Provider Access screen should be positioned to point away from
public areas, so as not to be visible to passersby.

Images and Video

By default when saved, all captured images and video files are stored as encrypted files
viewable only by the Provider Access user who captured them. All files whether encrypted or
not should also be saved in the user's Teladoc Health Media Vault (folder) to provide added
protection.
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For convenience, these files may be saved in commmon formats, e.g., JPEG for still images. These
files are no longer encrypted and therefore are viewable by any user who can access them. As
such, there are a few recommended techniques for safeguarding PHI contained in these

images and video:

o Ensure all personnel who have access to the Provider Access Software also have full
permission to access stored images and videos under the hospital’s policies and
procedures;

« Make sure to store captured images and videos only on removable media (e.g., recordable
CD-ROMs) which can be taken with each user or on secure network drives;

o Do not save to disk any captured images and video clips. Use these images and video
segments only while logged in for a virtual encounter.

Disclosure of PHI

If the physician plans to transmit or copy stored images or video to other individuals or
organizations, e.g., to a healthcare operator, the physician needs to abide by standard HIPAA
codes governing who may receive PHI and under what conditions. The hospital's HIPAA
compliance officer should be consulted for details.
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Contact Information

24[7 Live Technical Support

+1(877) 484-9119
+1 (877) 484-9119

24[7 Live Remote Technical Support & Live Chat

https://intouchhealth.com/contact-us/

Email Support

ITHSupport@intouchhealth.com
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Website

www.InTouchHealth.com

[=] % [m]
E :.

Teladoc Health User Manuals

https://intouchhealth.com/manuals/

Please contact your Teladoc Health Account Representative for product User Manuals
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Sales & Product Demos

(805) 562-8686

N InTouch Technologies, Inc.
7402 Hollister Avenue Goleta, CA 93117
Ph: +1.805.562.8686 - Fax: +1.805.562.8663

www.intouchhealth.com

©2021 Teladoc Health, Inc.
InTouch Health and InTouch Technologies are now a Teladoc Health company, and InTouch Health is a registered trademark of Teladoc Health.
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